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Newbiggin Town Council
Current Data Protection Policy period: in place before 2024
Potential UPDATED Policy on page 12.
Summary 
The current Data Protection Policy of Newbiggin by the Sea Town Council, implemented around 2024, is based on the outdated Data Protection Act 1998. Significant legislative changes have occurred since then, including the introduction of the Data Protection Act 2018 and the UK General Data Protection Regulation (UK GDPR), which replaced the 1998 Act and incorporated EU GDPR standards post-Brexit. Additionally, the Practitioners’ Guide 2025 (Governance and Accountability for Smaller Authorities in England), issued by the Smaller Authorities' Audit Appointments Panel (SAPPP, formerly JPAG), introduces a new Assertion 10 in Section 5: Digital and Data Compliance. This assertion, detailed in paragraphs 5.117–5.128 (with key data protection elements in 5.124), requires smaller authorities like town councils to demonstrate enhanced compliance in data protection, cyber security, and digital practices for the 2025/26 Annual Governance and Accountability Return (AGAR).
Background and Legislative Context
The existing policy references the Data Protection Act 1998, which was repealed and replaced by the Data Protection Act 2018 and UK GDPR on 25 May 2018. These laws strengthen data subject rights, impose stricter accountability on data controllers (like the Council), and require proactive measures such as privacy impact assessments and breach reporting. Non-compliance can result in fines from the Information Commissioner's Office (ICO).
The Practitioners’ Guide 2025 updates emphasise digital and data compliance, which was previously partially covered under Assertion 3. Key changes include:
· Assertion 10 Requirements: Councils must use authority-owned email accounts (preferably .gov.uk domains for professionalism and security), adopt an IT policy, appoint a DPO, conduct regular data audits (identifying data held, purposes, and lawful bases), implement a Data Protection Policy covering handling/storage/sharing, provide ongoing training, and ensure data security to prevent breaches. Freedom of Information (FOI) compliance, publication schemes, and website accessibility statements are also mandated.
· Paragraph 5.124 Focus: Highlights the need for GDPR-aligned practices, including audits, training, and security measures to demonstrate accountability and transparency.
· Other Guide Updates: References to "should" changed to "must" for stricter enforcement; new emphasis on cyber scams, audit trails, and .gov.uk domains (with setup guidance).
Failure to update could prevent the Council from complying with Assertion 10 in the 2025/26 AGAR, potentially triggering qualified audit opinions.
Suggested Changes to the Policy
The following proposes amendments section by section, incorporating UK GDPR/DPA 2018, Practitioners’ Guide requirements, and best practices from reviewed policies. Changes are marked as additions (new text), deletions (struck through), or revisions (updated wording). A full revised policy could be drafted post-approval.
Section 1: Personal Information and the Data Protection Act
· Revision: Update title to "Personal Data and UK Data Protection Legislation." Replace "Data Protection Act 1998" with "Data Protection Act 2018 and UK General Data Protection Regulation (UK GDPR)."
· Addition: Add: "The Council acts as a data controller and must comply with GDPR principles, including accountability. This policy ensures processing is lawful, fair, transparent, and secure."
· Rationale: Aligns with current laws and Assertion 10's emphasis on compliance.
Section 2: Aims and Scope of this Policy
· Addition: Expand to include: "Promote digital compliance, including use of authority-owned email accounts (.gov.uk preferred) and an IT policy; Appoint a Data Protection Officer (DPO, e.g., the Town Clerk); Conduct annual data audits."
· Rationale: Directly addresses Practitioners’ Guide paras. 5.117–5.121 and 5.124.
Section 3: Employee Information
· Revision: Update retention to "as long as necessary, in line with retention schedules (e.g., 6 years post-employment for tax records)."
· Addition: Specify lawful bases (e.g., contract for payroll; legal obligation for NI).
· Rationale: Incorporates GDPR purpose limitation and minimisation.
Section 4: Guidelines and Principles
· Revision: Replace 1998 Act references with UK GDPR/DPA 2018. Update principles to GDPR's six: lawfulness/fairness/transparency; purpose limitation; data minimisation; accuracy; storage limitation; integrity/confidentiality. Add seventh: accountability (e.g., records of processing, DPIAs for high-risk activities).
· Deletion: Remove £10 fee (SARs are free unless manifestly unfounded/excessive).
· Revision: Change response time from 40 days to "one month (extendable to two months for complex requests, with notification)."
· Addition: Include: "Implement privacy notices; Report breaches to ICO within 72 hours if risking rights/freedoms; Provide training; Ensure website accessibility and FOI publication scheme."
· Rationale: Matches GDPR timelines, breach rules, and Guide's training/audit requirements.
Section 5: Responsibilities
· Addition: Designate DPO responsibilities (e.g., monitoring compliance, advising on DPIAs, ICO liaison). Require third-party processors to have GDPR-compliant contracts.
· Rationale: Per para. 5.124, DPO is mandatory.
Section 6: Freedom of Information
· Revision: Retain but add: "Comply with the ICO Model Publication Scheme and Local Government Transparency Code 2015."
· Rationale: Enhances transparency as per Assertion 10.
Section 7: Data Protection
· Revision: Expand Town Clerk's role to include "disseminating updates on cyber security and GDPR guidance."
· Rationale: Aligns with digital compliance focus.
Section 8: Definitions
· Revision: Update to GDPR terms: Personal Data (identifiable living individuals); Special Categories (sensitive data, e.g., health – stricter processing); Processing (broad operations); Data Controller/Processor; Data Subject; etc.
· Addition: Define Data Breach, Lawful Basis, DPIA, and Privacy Notice.
· Rationale: Modernizes terminology.
New Sections (Recommended Additions)
· Data Breaches: Procedure for internal reporting, ICO notification (72 hours), and affected individuals (if high risk).
· Training and Audits: Mandate annual training and audits.
· Digital Security: Cover emails, IT policy, backups, encryption.
· Review Clause: Annual review or post-legislative changes.
Recommendations
1. Adopt the Updated Policy: Present the revised document to Council members for approval at the next meeting, effective immediately upon adoption.
2. Implementation Steps: Appoint a DPO; Conduct a data audit; Develop an IT policy; Train staff/members.
3. Monitoring: Review compliance annually to support Assertion 10 in the 2025/26 AGAR.
4. Resources: Consult ICO guidance or NALC templates for support if required
These changes will ensure the policy is robust, compliant, and reflective of best practices, positioning the Council as a responsible data handler.
NALC MODEL 
Newbiggin by the Sea Town Council currently lacks a dedicated IT policy.  The NALC model IT policy provides a far more comprehensive framework, incorporating detailed guidance on hardware, software, cybersecurity, remote working, email, internet use, social media, monitoring, and compliance with data protection laws. This aligns closely with the Practitioners’ Guide 2025 (Governance and Accountability for Smaller Authorities in England), particularly Assertion 10 on Digital and Data Compliance, which mandates IT policies covering email security, training, audits, and .gov.uk domains to affirm compliance in the 2025/26 Annual Governance and Accountability Return (AGAR). The NALC model addresses gaps, making it an ideal base for updates.
The NALC model (15 pages) is significantly different and more robust:
· Expanded Sections: Includes hardware care, portable equipment security, health/safety (e.g., eye tests), password policies (e.g., three-random-word method, MFA), detailed monitoring (with privacy impact assessments), remote working protocols, internet/social media guidelines, and misuse consequences.
· Key Differences:
· Security Depth: NALC mandates encryption for portable devices, bans unauthorized Wi-Fi hotspots, and requires asset logging—absent in the template.
· Monitoring and Compliance: NALC details proportionate monitoring under Investigatory Powers Regulations, data retention, and alignment with UK GDPR—template only briefly mentions DPA/GDPR.
· Personal Use: NALC allows limited personal use (e.g., lunch breaks) with restrictions; template is similar but less explicit on risks.
· Social Media/Internet: NALC has dedicated sections on copyright, trademarks, and social media etiquette (e.g., disclaimers)—not covered in template.
· Training/Review: NALC emphasises annual reviews and training; template mentions training briefly.
· Overall: NALC is tailored for councils, promoting best practices like NCSC guidance, while the template is simplistic and outdated for 2025 requirements.
Suggested additions to the Policy based on NALC model: - 
1. Introduction
· Addition: State purpose: Establish parameters for IT use, raise risk awareness, safeguard data, clarify acceptable use, and outline breaches. Reference UK GDPR/DPA 2018 and Practitioners’ Guide Assertion 10.
2. Scope
· Revision: Applies to all users (councillors, staff, volunteers, contractors) regardless of location/device. Includes personal devices accessing council systems.
3. Acceptable Use
· Addition: Council IT for official purposes; limited personal use (lunch breaks) if not interrupting work. Prohibit unethical access and copyright infringement.
4. Device and Software Usage
· Addition: Council provides authorised hardware/software; no unauthorised installations. Log assets; report faults to Town Clerk/IT provider. Ban personal storage devices without approval.
5. Data Management and Security
· Addition: Store/transmit data securely (encryption); regular backups; secure disposal. Conduct annual audits; implement privacy by design.
6. Network and Internet Usage
· Addition: Responsible use; no copyrighted downloads. Ban personal Wi-Fi hotspots. Monitor usage per Investigatory Powers Regulations.
7. Email Communication
· Addition: Use .gov.uk accounts only for council business. Professional tone; encrypt sensitive info. Verify attachments/links; add disclaimers. No personal accounts for council work.
8. Password and Account Security
· Addition: Strong passwords (three random words); enable MFA. Change if compromised; no sharing. Initial passwords by IT provider.
9. Mobile Devices and Remote Work
· Addition: Secure with passcodes/biometrics; follow office protocols remotely. Encryption, remote wipe capability. No unattended devices in vehicles.
10. Monitoring
· Addition: Right to monitor (proportionate, with impact assessments); logs retained 6 months. Comply with GDPR/privacy laws.
11. Retention and Archiving
· Addition: Retain per legal requirements; delete unnecessary emails.
12. Reporting Security Incidents
· Addition: Report breaches immediately to the Town Clerk (ICO notification within 72 hours if high risk).
13. Training and Awareness
· Addition: Annual training on cybersecurity, GDPR, and best practices.
14. Use of Social Media and Internet
· Addition (from NALC): Disclaimers; no derogatory content; respect copyright. Personal use restricted.
15. Compliance and Consequences
· Addition: Breaches lead to disciplinary action and privilege suspension.
16. Policy Review
· Addition: Annual review by Town Clerk/Council.
Adoption will ensure robust cybersecurity, legal compliance, and operational efficiency.
Potential Enhancement - Social Media Section – NALC
The National Association of Local Councils (NALC) model IT Policy includes a dedicated section on "Use of Social Media" (Section 9, starting on page 12 of the document). This section provides guidance tailored for parish and town councils, emphasising responsible use to protect the council's reputation while acknowledging the benefits of engagement. Below is a detailed summary of its key provisions:
9.1 Definition and Scope
· Broad Definition: Social media encompasses a wide range of platforms and formats, including:
· Blogs and wikis (e.g., Wikipedia or similar sites where text can be posted).
· Multimedia or user-generated content sites (e.g., YouTube).
· Social networking sites (e.g., Facebook, LinkedIn, X (formerly Twitter), Instagram, TikTok).
· Virtual worlds (e.g., Second Life).
· Text messaging, mobile device communications, and traditional media like TV and newspapers.
· General Caution: Users (councillors, staff, and authorised individuals) must exercise care when using social media, whether on council systems or personal devices at home or during work.
9.1.2 Personal Use Restrictions
· Personal use of social networking, media, and chat sites is either:
· Not permitted during working hours, or
· Restricted to breaks during working hours or after hours with permission (councils can choose the option that fits their needs).
· This aims to prevent interference with official duties.
9.1.3 Acceptable Council-Related Use
· The council recognises the value of social media for:
· Joining and shaping sector conversations.
· Enhancing the council's image through blogging and interactions.
· Use is acceptable if relevant to the individual's role (e.g., promoting council events or engaging with residents).
Risks and Prohibitions
· Reputation Risks: Inappropriate comments or postings can harm the council's reputation, even if the council is not directly named or referenced.
· Examples of prohibited content: Remarks that could be seen as abusive, humiliating, sexual harassment, discriminatory, derogatory, bullying, or harassing toward external stakeholders (e.g., parishioners, other organisations).
· Such actions are treated as serious disciplinary offences.
· Indirect Associations: Users should be aware that personal posts might be read by locals or stakeholders, revealing insights into council work, internal business, or employee morale. Even unnamed references require caution to avoid misinterpretation as official views.
Ties to Other Sections
· This section cross-references related areas like trademarks, links, data protection (e.g., processing personal data on social media must comply with the council's Data Protection Policy), and accuracy of information (e.g., internet content may be unreliable).
· Overall, it promotes balanced use: Encouraging positive engagement while enforcing strict boundaries to mitigate legal and reputational risks.
This section aligns with the Practitioners’ Guide 2025 (Assertion 10), which emphasises digital compliance, including social media guidelines to prevent breaches.
Review of Cyber Insurance Options
Cyber insurance is increasingly vital for UK town and parish councils, given rising threats like ransomware and data breaches. Recent research (November 2025) indicates low adoption—only 2 out of 41 local councils surveyed have policies in place—highlighting a vulnerability gap. With the UK government's proposed Cyber Security and Resilience Bill (announced November 2025) aiming to strengthen defenses for public services, councils should prioritize coverage. Insurers in 2025 often require compliance with standards like Cyber Essentials for eligibility.
Key Options for Town/Parish Councils
Based on current offerings (as of December 2025), here are tailored options. Councils should obtain quotes, assess coverage limits, and ensure alignment with Assertion 10 requirements (e.g., training and policies).
Concise Integrated Policy Outline: Data Protection and Information Technology Policy
To streamline governance and ensure compliance with UK GDPR, Data Protection Act 2018, and Practitioners’ Guide 2025 (Assertion 10), I recommend combining the updated Data Protection Policy and new IT Policy into a single, concise document. This integration reduces redundancy (e.g., overlapping security sections), promotes holistic compliance, and simplifies training/audits. The outline below condenses previous proposals, incorporating NALC best practices (e.g., social media, monitoring) and cross-references for efficiency.
1. Introduction and Purpose
· The Council, as data controller, commits to lawful, secure processing of personal data and IT resources.
· Scope: Applies to all users (councillors, staff, volunteers, contractors) handling data/IT, including remote work.
· References: UK GDPR/DPA 2018; Practitioners’ Guide Assertion 10; FOI Act 2000.
· Aims: Protect data subjects' rights; ensure digital security; allow limited personal IT use (breaks only).

2. Key Principles (Integrated GDPR and IT)
· Lawfulness, fairness, transparency; purpose limitation; data minimization; accuracy; storage limitation; integrity/confidentiality; accountability.
· IT-Specific: Use .gov.uk emails; MFA; no unauthorized software/devices; encrypt sensitive data.
3. Responsibilities
· Town Clerk (DPO/IT Overseer): Monitors compliance, handles SARs/breaches, disseminates updates, liaises with ICO if required.
· Users: Comply with guidelines; report incidents; complete annual training on GDPR/cybersecurity.
· Third Parties: Contracts require equivalent protections.
4. Data Handling and IT Usage
· Collection/Processing: Only necessary data; lawful bases (e.g., consent, legal obligation); DPIAs for high-risk.
· Storage/Security: Secure methods (encryption, backups); no personal devices for council data without approval; lock devices when unattended.
· Employee/Public Data: Retain as needed (e.g., 6 years post-employment); types include payroll, health records.
· Email/Internet/Social Media: Official use only; professional tone; verify links/attachments; restricted personal use.
· Social Media (from NALC): Relevant engagement allowed; no derogatory/abusive posts; treat reputation risks as disciplinary issues.
· Monitoring: Proportionate, GDPR-compliant; logs retained 6 months.
5. Rights and Requests
· SARs: Free, respond within 1 month (extendable); log all.
· Other Rights: Rectification, erasure, objection; provide privacy notices.
· FOI: Forward to Town Clerk; comply with publication scheme.
6. Breaches and Incidents
· Report internally immediately; notify ICO within 72 hours if high risk; inform affected individuals.
· Consequences: Disciplinary action for breaches.
7. Training, Audits, and Review
· Annual training and data/IT audits.
· Policy review: Annually or post-changes (e.g., new legislation).
8. Definitions (Combined)
· Personal/Special Category Data; Processing; Data Controller/Processor; Data Breach; etc.
Recommendations for Adoption
· Conciseness Achieved: Reduced from separate 15+ page documents to this 8-section outline; focus on essentials.
· Implementation: Adopt at next meeting; integrate cyber insurance once selected.
· Benefits: Enhances Assertion 10 compliance; reduces risks; easier for users to follow.
This integrated policy positions the Council for robust, future-proof governance.
Legal Context
Under the UK GDPR and Data Protection Act 2018, parish and town councils qualify as public authorities but remain exempt from the mandatory requirement to appoint a formal Data Protection Officer (DPO) (per section 7(3) of the DPA 2018). However, councils must still ensure accountability, monitor compliance, handle requests, and manage breaches. Best practice (from NALC, ICO, and the Practitioners’ Guide 2025) recommends designating a lead person—typically the Town Clerk—for these duties. Some councils explicitly resolve not to appoint a separate DPO and instead vest these functions in the Clerk.
Common Practices in Data Protection
Councils frequently assign the Clerk responsibilities such as:
· Day-to-day implementation of the data protection policy.
· Handling subject access requests (SARs) and Freedom of Information requests.
· Conducting data audits and Privacy Impact Assessments.
· Reporting breaches to the ICO.
· Providing training and advice.
· Acting as the main contact for data protection matters.
Common Practices in IT Policy
For IT policies (required under Assertion 10 of the Practitioners’ Guide 2025), the Clerk typically serves as:
· The point of contact for reporting incidents.
· Responsible for oversight.
· Implementation.
· Training.
Why the Clerk?
· The Clerk acts as the "Proper Officer" and "Responsible Financial Officer" in most councils, making them the natural fit for operational roles like data protection and IT governance. This avoids the need for additional staff in smaller councils while ensuring clear accountability.
· In summary, appointing the Town Clerk to lead on data protection and IT policy matters follows widespread practice across UK parish and town councils. It complies with legal exemptions and supports Assertion 10 in the AGAR. Your council's current policy (Section 7) already assigns the Town Clerk responsibility for information security and related legislation—this can be strengthened in updates without creating a new role.
Another Key Consideration 
If our current website and email provider process personal data on behalf of Newbiggin Town Council, they should be listed in the Integrated Data Protection and Information Technology Policy. As well as that Many UK parish and town Councils explicitly reference or list processors like payroll providers, website hosts, or email services in their policies
Why List Them?
Under UK GDPR (Article 28) and the Data Protection Act 2018, the Council acts as the data controller and must ensure accountability when engaging third parties. Your website hosting provider and email service provider typically qualify as data processors if they handle personal data (e.g., emails containing names/addresses via ask@newbiggintowncouncil.gov.uk or TownClerk@newbiggintowncouncil.gov.uk, contact form submissions, or server logs with IP addresses). Newbiggin Town Council’s current setup uses a .gov.uk domain (www.newbiggintowncouncil.gov.uk with emails like ask@newbiggintowncouncil.gov.uk), which aligns well with best practices—the council owns the domain, reducing risks compared to commercial providers (e.g., Gmail). However, an underlying hosting/email service (e.g., via Cabinet Office/GDS or a specialist like Cloud Next) still acts as a processor.
Key obligations include:
· Having a written contract (Data Processing Agreement or DPA) with the provider, incorporating mandatory GDPR clauses (e.g., security measures, breach notification within a reasonable time, sub-processor approvals).
· Maintaining records of processors (part of your Records of Processing Activities under Article 30).
· Ensuring they provide sufficient guarantees of compliance (e.g., ISO 27001 certification or UK-based servers).
RECOMMENDATION 
Add a subsection under Section 3: Responsibilities or a new Section 4: Third-Party Processors in the concise outline:
Third-Party Processors and Providers: The Town Council uses external providers for services such as website hosting and email management, which may involve processing personal data on our behalf. These providers act as data processors and are required to:
· Comply with UK GDPR through a formal Data Processing Agreement.
· Implement appropriate technical and organisational security measures.
· Notify the Council of any personal data breaches without undue delay.
· Only engage sub-processors with our prior approval.
Current processors include:
· Website and email hosting provider: [Currently Widescope].
The Town Clerk will maintain an up-to-date list of processors, review contracts annually, and ensure compliance during audits.
Recommendations
1. Identify your exact provider → (e.g., Widescope) and confirm if a DPA is in place. (explained in next section)
2. If using full .gov.uk services → note the Cabinet Office/GDS as the facilitator (they provide security monitoring).
3. For transparency → add to privacy notices on the website (e.g., "We use [Widescope] for hosting/email").
4. This enhances Assertion 10 compliance → by demonstrating accountability over digital suppliers.
Listing the provider strengthens governance, reduces risks, and shows due diligence—common practice among compliant councils. If no personal data is processed (unlikely for email/website), it could be noted as non-applicable, but inclusion is safer.


What is a Data Processing Agreement (DPA)?
A Data Processing Agreement (DPA), also known as a Data Processing Addendum or controller-to-processor contract, is a legally binding contract required under the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. It governs the relationship when one organisation (the data controller) engages another (the data processor) to process personal data on its behalf.
Key Roles Involved
· Data Controller — The organisation (e.g., Newbiggin by the Sea Town Council) that determines the purposes and means of processing personal data.
· Data Processor — The third-party service provider (e.g., website/email hosting company, payroll provider, or cloud storage service) that processes personal data only on the controller's documented instructions.
The DPA ensures the processor handles data securely, lawfully, and in line with the controller's obligations, helping both parties demonstrate accountability under UK GDPR.
Why is a DPA Required?
UK GDPR Article 28 mandates a written contract whenever a controller uses a processor. Without one, processing may be unlawful, risking fines from the Information Commissioner's Office (ICO) up to £17.5 million or 4% of annual turnover. It protects data subjects' rights and clarifies responsibilities, especially for security, breaches, and sub-processing.
For town councils like yours, DPAs are essential for services involving personal data (e.g., resident enquiries via website forms, staff emails, or contractor databases).
What Must a DPA Include?
Per Article 28(3) UK GDPR, the contract must cover:
· Processing Instructions: The processor acts only on the controller's documented instructions (unless required by law).
· Confidentiality: Persons authorised to process data are bound by confidentiality obligations.
· Security Measures: Appropriate technical and organisational measures (e.g., encryption, access controls) to protect data.
· Sub-Processors: No engagement of another processor without the controller's prior authorisation; same terms apply to sub-processors.
· Assistance to Controller: Help with data subject rights requests, breach notifications (to ICO within 72 hours if high risk), Data Protection Impact Assessments (DPIAs), and audits.
· Deletion/Return of Data: At contract end, delete or return personal data (unless law requires retention).
· Demonstration of Compliance: Processor provides information for audits/inspections and demonstrates GDPR compliance.
· Details of Processing: Subject matter, duration, nature/purpose, types of personal data, and categories of data subjects.
Additional good practice (per ICO guidance):
· Breach notification procedures.
· Liability and indemnity clauses.
· International transfer safeguards (if data leaves UK/EEA).
When Do You Need One?
Whenever a third party processes personal data on your behalf, e.g.:
· Website/email hosting (if logs/forms/emails contain personal data).
· Cloud software (e.g., Microsoft 365, Google Workspace – though .gov.uk often uses government-managed services).
· Payroll or HR providers.
· Even if the main contract includes data clauses, a separate DPA (or addendum) is recommended for clarity.
For .gov.uk domains: The Central Digital and Data Office (CDDO) oversees the domain, and registrars/hosting providers may have terms addressing data processing. However, if a commercial host processes council data (e.g., emails), confirm a DPA is in place via their terms or a separate agreement.
How to Implement for Your Council
· Review existing supplier contracts for GDPR-compliant clauses.
· Use ICO checklists or templates (e.g., from NALC or general UK sources) to draft/addendums.
· Maintain a list of processors in your Records of Processing Activities (ROPA).
· The Town Clerk (as designated lead) should oversee reviews.
DPAs promote trust, reduce risks, and support compliance with the Practitioners’ Guide 2025 (Assertion 10). If unsure about a provider, request their standard DPA or consult ICO guidance.
Recommendation to Council Members
It is recommended that the Council:
· Notes that the existing Data Protection Policy is based on repealed 1998 legislation and no longer meets current requirements.
· Adopts the above Integrated Data Protection and Information Technology Policy with immediate effect.
· Authorises the Town Clerk to implement supporting actions (e.g. staff/councillor training, review of third-party contracts, and transition to full .gov.uk email usage if not already complete).
Adoption of this policy will enable the Council to demonstrate full compliance with Assertion 10 in the 2025/26 AGAR and significantly reduce legal and reputational risks.
Members are invited to ask questions or suggest minor wording changes before adoption.
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Approval and Adoption
Recommended for adoption by full Council: Date of meeting
For Consideration – January 2026
Once adopted, this policy will take immediate effect.
Town Clerk Leanne Lawson DATE
Introduction and Purpose
Newbiggin by the Sea Town Council is committed to protecting personal data and using information technology securely and responsibly. As a public authority, the Council acts as a data controller under the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 (DPA 2018).
This single integrated policy replaces the existing outdated Data Protection Policy (based on the repealed Data Protection Act 1998) and introduces a new IT Policy. It ensures compliance with current law and the Practitioners’ Guide 2025 (Assertion 10: Digital and Data Compliance) for the 2025/26 Annual Governance and Accountability Return.
The policy applies to all councillors, employees, volunteers, contractors, and any other authorised users, regardless of location or device used (including personal devices accessing Council systems).
Limited personal use of Council IT is permitted during breaks only, provided it does not interfere with duties or breach this policy.
Key Principles
The Council will process personal data and manage IT in line with UK GDPR principles:
· Lawfulness, fairness, and transparency
· Purpose limitation
· Data minimisation
· Accuracy
· Storage limitation
· Integrity and confidentiality (security)
· Accountability
IT-specific measures include:
· Use of Council-owned .gov.uk email addresses for all official communication
· Multi-factor authentication (MFA) where available
· Encryption for sensitive data
· No unauthorised software or personal storage devices without approval
Responsibilities
· Town Clerk (designated lead for data protection and IT): Monitors compliance, handles requests and breaches, provides advice, liaises with the Information Commissioner’s Office (ICO), conducts audits, and arranges training.
· All users: Must follow this policy, report incidents immediately, and complete annual training.
· Third-party processors (e.g. website/email hosting provider): Must have a written Data Processing Agreement (DPA) meeting Article 28 UK GDPR requirements and provide equivalent security.
Data Handling and IT Usage
Collection and Processing
Personal data will only be collected where necessary and processed on a lawful basis (e.g. legal obligation, contract, legitimate interests, consent). Privacy notices will be provided where required. High-risk processing will involve a Data Protection Impact Assessment (DPIA).
Storage and Security (Article 32 UK GDPR)
· Data will be stored securely using encryption, access controls, regular backups, and secure disposal.
· Devices must be locked when unattended; portable devices must not be left in vehicles or unattended.
· Sensitive data must not be sent by email unless encrypted.
· Strong passwords (preferably three random words) and MFA are required.
Email, Internet, and Social Media
· Official communication must use Council .gov.uk email addresses only.
· Emails must be professional; verify attachments/links to avoid phishing.
· Internet use is for official purposes, no unauthorised downloads.
· Social media engagement is encouraged for Council purposes, but must be relevant and professional. No abusive, discriminatory, or derogatory posts (even personal ones that could harm the Council’s reputation) will be tolerated – such behaviour may lead to disciplinary action.
Monitoring
The Council reserves the right to monitor IT use proportionately and in compliance with privacy laws (e.g. for security or policy enforcement).
Rights and Requests
· Subject Access Requests (SARs) and other rights (rectification, erasure, restriction, portability, objection): Free of charge, responded to within one month (extendable for complexity).
· Freedom of Information requests: Forwarded to the Town Clerk; the Council complies with its Publication Scheme and the Local Government Transparency Code.
Breaches and Incidents (Articles 33 & 34 UK GDPR)
· Any suspected personal data breach or IT security incident must be reported to the Town Clerk immediately.
· The Town Clerk will assess risk and, if required, notify the ICO within 72 hours of awareness (unless unlikely to risk individuals’ rights).
· Affected individuals will be informed without undue delay if the breach poses high risk.
· All incidents (reportable or not) will be documented internally.
Training, Audits, and Review
· Annual training on data protection, cybersecurity, and this policy will be provided.
· Annual data and IT audits will be conducted.
· This policy will be reviewed annually or following significant legislative/technological changes.

Definitions
· Personal Data: Any information relating to an identified or identifiable living individual.
· Special Category Data: Sensitive data (e.g. health, ethnic origin) requiring stricter conditions.
· Processing: Any operation on personal data (collection, storage, use, deletion, etc.).
· Data Breach: A security incident leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data.
· Data Controller: The Council, determining purposes and means of processing.
· Data Processor: External provider processing data on the Council’s behalf.
This report presents a single, concise Integrated Data Protection and Information Technology Policy that:
Replaces the outdated 1998-based policy.
Incorporates modern IT governance (drawing on the generic template and the comprehensive NALC model provided).
Aligns fully with UK GDPR, the Practitioners’ Guide 2025, and best practice among other town and parish councils.
Is written in plain, readable language for all members.
Approved by Full Council on: ______________________________
Signed (Chair): ______________________________
Signed (Town Clerk): ______________________________
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